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EMR HOSTING SPECIFICATION 
SUBSTANTIATION REQUIREMENTS
EMR vendors that have a Hosted EMR offering MUST submit ALL the documentation as outlined in the table below with their Application for EMR Certification. 

The documentation substantiates the EMR offering’s ability to meet the MANDATORY requirements in the EMR Hosting Specification on the OntarioMD website under Current EMR Specifications.
[bookmark: _GoBack]
Failure to submit any of the documents could result in the Application for EMR Certification being incomplete. 

	#
	REQUIREMENT

	A
	NETWORK AND OPERATIONS
1. IDS / IPS Technology implementation and management process.
2. Anti-Malware technology implementation and management process.
3. Vulnerability Management process. 
4. Patch Management process. 
5. Provide information on how the backup data is encrypted and how the keys are managed.
6. Provide date of last penetration test and describe process

	B
	PHYSICAL SECURITY FOR THE DATA CENTER
1. Provide copy of SSA16 or SAS70 certification
2. Provide Visitor Policy documentation

	C
	ACCEPTABLE USE OF INFORMATION AND INFORMATION TECHNOLOGY
1. Provide Acceptable Use of Information and Information Technology documentation in support of the controls in this category

	D
	ACCESS CONTROL AND IDENTITY MANAGEMENT FOR SYSTEM LEVEL ACCESS (SYSTEM ADMINISTRATORS)
1. Provide background check policy
2. Provide Privileged ID management process document

	E
	INFORMATION ASSET MANAGEMENT
1. Provide documentation for managing data disposal, removal or transport of media




	F
	INFORMATION SECURITY INCIDENT MANAGEMENT
1. Provide Security Incident Management documentation e.g. policy or procedure

	G
	THREAT RISK MANAGEMENT (SYSTEM LEVEL)
1. Provide detailed policy / process of conducting Threat Risk Assessment, Risk Treatment Plan and maintenance of Risk Register
 2. Provide most recent TRA summary report

	
H
	BUSINESS CONTINUITY (NOT SYSTEM DISASTER RECOVERY)
1. Provide Business Continuity Plan / processes

	I
	SECURITY LOGGING AND MONITORING
1. Provide the Security Logging and monitoring process / procedure document (including roles & responsibilities, review frequency and response in case of alerts / anomalies)

	J
	ELECTRONIC SERVICE PROVIDER
1. Provide details on the agreement/service level agreements that the EMR vendor has with the data center provider
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