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EHR trends at e-Health: Cyber-security, Al, interoperability and more

quick look through the 170+ pre-
sentations scheduled for e-Health
2024 (May 26-28) reveals a
wealth of new ideas and insights
on how we can continue to improve
healthcare delivery for Canadians using
technology and data. Provincial electronic
health records (EHR) support and enable
many of the innovations on the schedule at
e-Health 2024. A workable EHR is at the
root of connected care and telemonitor-
ing; enables patient engagement and em-
powerment; and contributes to progress in
health data management and security.

Data security and privacy is one of the
hot-button issues on the e-Health 2024
schedule, with presentations offering tips
for cybersecurity resilience to healthcare de-
livery organizations working to safeguard
data in an era of unprecedented public data
breaches. Two presentations offer guidance
on safeguarding patient care/healthcare:
Building Cyber Resilience in Healthcare,
and A Prescription for Cybersecurity Re-
silience. This presentation will share details
of a cybersecurity and privacy web-based
self-learning program designed by physi-
cians, nurses, and security experts to sup-
port clinicians and their staff to better grasp
the Canadian healthcare cybersecurity and
privacy landscape and to empower in-
formed decision-making while working
with information systems.

In addition, Ariane Siegel, OntarioMD,
general counsel and chief privacy officer,
will speak to how primary and community
care physicians can respond to cybersecu-
rity threats and protect their data — and
their practices. This presentation will pro-
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vide an overview of the emerging trends in
cybersecurity that can disrupt primary care
and community care physician practices
and result in adverse events for patients.

Patient engagement and empowerment
in relation to an individual’s own health in-
formation is another innovation trend on
the agenda at e-Health 2024. Cultivating
Patient Empowerment: Evaluating and En-
hancing a Province-Wide Personal Health
Records Application will show how design-
ing and implementing province-wide per-
sonal health record (PHR) applications can
help more patients manage their own
health and be engaged in shared decision
making.

“I Consent” — The Patient Perspective
on Consent and Digital Health Tools ex-
plores health data management and tech-

nology’s role in patient care highlighting
service design research to understand pub-
lic views on data management and consent.
Working toward interoperability is at the
core of many health data stewards’ efforts.
Representatives from Canada Health In-
foway will be at e-Health 2024 with an up-
date on their Pan-Canadian efforts to im-
prove interoperability and the goal of bring-
ing Canadians a digitally enabled health sys-
tem where they can have access to their own
electronic health information, and where
health data can be safely shared to support
patient care, research and innovation.
Exploring primary care integration in a
health information system: An innovative
approach will share insights and best prac-
tices on innovative primary care engage-
ment approaches for spread and scale pur-

poses in other jurisdictions. And, while in-
teroperability has now been made a reality
between Ontario hospitals and long-term
care (LTC) homes, much work remains to
achieve true interoperability. A Provincial
Interoperability Journey to Streamline
Resident Transitions between Hospital &
Long-Term Care will look at the provincial
data integration project that enabled the
bidirectional exchange of patient informa-
tion between health information systems.

The Opening Keynote presentation on
May 27, presented by CMA president Dr.
Kathleen Ross, will focus on Healthcare Hu-
man Resources: What Physicians, Nurses, and
Healthcare Providers Need to Make Their
Jobs Easier and Manage Burnout, Technol-
ogy, the Administrative Burden of Health,
and the Impact on Human Resources.

The opening Plenary Session on Tues-
day, May 28 will feature a panel of experts
discussing Artificial Intelligence in Health
and Public Health Data: Balancing Possi-
bilities and Accountabilities in a Secure En-
vironment. Key points the panel will dis-
cuss include showcasing the transformative
potential of Artificial Intelligence in health-
care, exploring the ethical and regulatory
accountabilities in leveraging Artificial In-
telligence for public health data, and em-
phasizing the critical importance of secu-
rity measures in safeguarding health-re-
lated information. e-Health 2024 Emcee
Avis Favaro — Canada’s leading health jour-
nalist — will introduce both sessions.

e-Health 2024 takes place in Vancouver
from May 26-28. Visit e-healthconfer-
ence.com for more information about ses-
sions and speakers.

OntarioMD’s strategic approach to combat physician burnout
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ntarioMD, a subsidiary of

the Ontario Medical As-

sociation and funded by

Ontario Health, focuses

on helping doctors use
technology to ease their administrative
burden and enhance patient care. Artifi-
cial intelligence or augmented intelli-
gence (Al) has emerged as a promising
technology that can potentially improve
and transform the collection of health
information by physicians during pa-
tient visits.

OntarioMD is actively exploring the
Al market, evaluating AI solutions for
family doctors to determine how best to
integrate them with doctors’ workflows
to mitigate burnout. Our work provides
an initial assessment of AT’s role to sup-
port charting and improve the doctor
and patient experience during visits.

OntarioMD’s multifaceted Al strat-
egy is about:

+ Partnership: We collaborate with
clinicians, industry, research entities and
governments to create an innovative
ecosystem. An Al community of practice
and an innovation lab serve as a
knowledge exchange platform for testing
and refining Al solutions. The creation of

a common set of training data and Al
models will reduce barriers to innovation.

+ Implementation: Support for
physicians in realizing the full potential
of Al solutions is important. OntarioMD
conducts evaluation projects, such as our
recent Al Scribe Pilot Study, to
understand the practical, legal and
privacy implications of Al integration.
We are developing Al implementation
toolkits covering requirements, change
management, and project plans.
OntarioMD provides input on health
system guidelines to promote the
responsible use of Al, and strategies for
spreading and scaling Al solutions,
including validating or certifying these
technologies.

+ Education: To help doctors
understand Al solutions, OntarioMD
offers comprehensive education in
various formats. We offer environmental
scans, market research, webinars, white
papers, articles, and presentations. Sign
up for our Digital Health eTips
newsletter to learn more.

Al solutions environmental scan:
OntarioMD produced its Environmental
Scan in early 2023 to explore Al-pow-
ered solutions for primary care. The scan
examined the current Al technology
landscape, evaluating functionality, ben-
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efits, and roles within healthcare opera-
tions. The scan reviewed diverse sources
to categorize Al tools based on their im-
pact on primary care, particularly re-
garding workflow efficiency, decision
support, automation, and physician
workload reduction.

Over 137 solutions were examined
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and grouped into three categories based
on primary care workflows:

« Patient Engagement: Tools for
appointment scheduling, reminders, and
virtual health assistance, with an
emphasis on personalized education and
remote health monitoring, to enhance
patient access and engagement and
facilitate ongoing patient care and
management.

+ Clinical Improvement Al scribes for

clinical documentation, diagnostic and
treatment support tools, and predictive
analytics for risk assessment: These
solutions aim to improve the quality of
in-person visits, support clinical
decisions, and to prepare healthcare
providers for patient visits, leading to
enhanced patient outcomes.

+ Administrative Efficiency: EMR inbox
management, medical coding, and
billing optimization tools to streamline
post-visit processes and reduce the
administrative burden on health-care
professionals, allowing them to dedicate
more time to patient care.

Our Environmental Scan acts as a cat-
alyst for the seamless integration of Al
into primary care, offering crucial in-
sights derived from market analysis; this
underscores its importance in enhancing
patient and provider experiences and
aligning with health-care needs for opti-
mal delivery.

Piloting the Al scribe - A step to-
wards understanding its impact: In late
2023, OntarioMD, in collaboration with
the Ontario Medical Association and
WELL Health, conducted a preliminary
study to measure the effectiveness of Al
scribe in mitigating physician burnout
through the automation of clinical doc-

CONTINUED ON PAGE 23
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With technology, patient engagement can bridge gaps in primary care
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those with chronic illnesses, and reduce
oversight”, confirms Professor Gaboury.

Is technology the end-all and be-all of pa-
tient engagement? In the final report of the
largest pan-Canadian conversation about the
future of primary care, produced by the
MAP Centre for Urban Health Solutions ear-
lier this year, the input of nearly 10,000 pa-
tients is clear: patient engagement is key to
evaluate the adequacy of primary care.

It also emphasizes that primary care
teams should be connected with commu-
nity and social services, working together
to support individuals’ physical, mental,
and social well-being.

A sentiment echoed by Professor Bre-
ton: “The system needs to be better con-
nected with patients, especially vulnerable
ones. They require more than just medica-
tions and dietary recommendations. Com-
munity resources are essential. The inte-
gration of social prescribing into EMRs is
the direction we are heading towards.”

The diverse array of resources necessary

for efficiently managing patient care un-
derscores the importance of integrating
technology as an enabler. Connecting all
stakeholders is crucial to grant them access

Primary care teams should be
connected with community and
social services, working
together to support patients.

to pertinent information with the right
guidance, resources and tools for support-
ing patients.

Hence, technology enables clinics to
easily monitor and support outliers as
well, from super users to disengaged pa-
tients, covering the entire spectrum of
engagement.

Charting the future of primary care
technology: The advanced access model
aims to enhance the efficiency and accessi-
bility of our primary care. It relies on pa-
tient engagement to optimize healthcare
utilization.

Al powers full-body MRI efficiency
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acquisition of comprehensive single-body
MRI scans. This includes obtaining a sim-
ilar number of images in various se-
quences and planes but with improved ac-
quisition time and augmented image qual-
ity, often improving upon the standard
procedure for routine MRI scans ordered
by physicians. This is the key differentiator
which makes our scan accurate and mini-
mizes callbacks, further work-ups, and in-
cidental findings.

A continuous challenge for reading
MRI images is the noise caused by opera-
tor performance, equipment and the envi-
ronment, which can lead to inaccuracies.
Al algorithms can be used to detect and re-
move noise in the images produced by the
scan, as well as to reconstruct images so
important details are not lost.

At Whole Body MRI, we invested in
SIEMENS Healthineers’ Deep Resolve Pro
Package, which combines their three appli-
cations: Deep Resolve Gain, Deep Resolve
Sharp and Deep Resolve Boost. Deep Re-
solve Gain is a great example of applying
Al to improve image quality, using a tar-
geted algorithm to detect and remove
noise in the image. Noise detection and re-
moval are performed optimized for the in-
dividual scan in order to address spatially
varying noise of the specific acquisition.
This method enables the enhancement of
the signal-to-noise ratio, which can be
leveraged to improve resolution or in-
crease productivity.

Using intelligent reconstruction algo-
rithms and deep learning networks, Al can
also reconstruct accelerated images with a
higher signal-to-noise ratio and produce
better image sharpness.

Al-powered image reconstruction
technology can also deeply improve the
efficiency of MRI scans without sacrific-
ing diagnostic accuracy. Faster image ac-
quisition leads to improved patient com-
fort, workflow efficiency, and energy effi-
ciency. As a result, radiologists can better
read the images produced by the scan
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and accurately identify any concerns.

While AI can go a long way in improv-
ing image quality, it is important to note
that it will not compensate for a bad image
acquisition chain. To deliver on the
promise of full-body MRI scans to accu-
rately detect early-stage cancers and dis-
eases, providers need to invest first in qual-
ity hardware. Al then plays an important
role in enhancing the process by improv-
ing the efficiency of the scan and the qual-
ity of the images it produces.

Dr. Nirav Patel and Dr. Keyur Shah, are co-

founders and co-Chiefs of Radiology at
Whole Body MRI.

OntarioMD
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umentation of patient encounters for
physician review.

Based on the input of 30 physicians
using the WELL AI Voice solution, the
pilot revealed the potential for the AI
application to reduce cognitive burdens
and time spent on administrative docu-
mentation, saving an average of 3.4
minutes per patient encounter.

This time savings could be reallo-
cated from administrative tasks to pa-
tient interactions. Pilot results indicated
improved workflow efficiency and re-
duced administrative burden.

Doctors reported enhanced patient in-
teractions due to less time spent on docu-
mentation and more time connecting
with patients. Although these results are
promising, the pilot’s small sample size
might not fully represent all doctors’ per-
spectives and may contain biases. We
need more extensive studies to validate
the findings and identify and address risks
before widespread Al scribe adoption.

The AI Scribe pilot identified legal and
privacy considerations that need clarifica-
tion with respect to accountability for

Technology plays a crucial role in facili-
tating this empowerment, connecting all the
stakeholders and offering tools to address
challenges at both ends of the spectrum.

On the one hand, it enables clinics to
track patients who might otherwise be lost
to follow-up and, on the other hand, it
provides guidance and education to those
who heavily utilize healthcare services.

Forward-thinking EMR provider MED-
FAR Clinical Solutions has taken heed.
Building on years of innovation grounded
in a clear vision, MEDFAR designed a dis-
tinctive solution with a unique confluence
of patient-centric functionalities. The up-
coming MYLE Health mobile application

will represent another significant advance-
ment, empowering patients by placing
control in their hands and streamlining
processes for healthcare professionals.

This offers a promising solution to the
challenges of Canadian healthcare deliv-
ery, with patient engagement serving as a
key component.

This article was supplied by MEDFAR Clini-
cal Solutions, of Montreal. The company,
with customers in Quebec and British Co-
lumbia, provides an advanced EMR that of-
fers electronic tools enabling patients to co-
manage their health alongside their health-
care professionals. www.medfarsolutions.com

BioAro welcomes Chief Healthspan Officer
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cutting-edge platform enables comprehen-
sive analysis of diverse ‘omic’ data types, in-
cluding genomics, transcriptomics, pro-
teomics, and metabolomics, all within a sin-
gle, seamless interface, empowering people
to be the CEO of their own health.

Currently, BioAro offers precision
health clinics in Canada where they offer
precision cardiology, precision nutrition,
and precision skin along with a unique
precision-based, multi-disciplinary, inte-
grated approach to gut health.

This 12-week journey helps individu-
als understand the role lifestyle along
with the role their gut microbiome plays
in IBS, diabetes, and obesity. This innova-
tive approach combines the expertise of
registered dietitians, clinical psycholo-
gists, kinesiologists, and precision medi-
cine using a comparative analysis of gut
microbiome, and an interactive virtual
education platform.

Over the next few years, precision med-
icine is expected to have a larger presence

personal and health information to com-
ply with privacy laws such as PHIPA.

Key concerns included requirements
regarding data retention, subcontractor
responsibilities, and safeguarding (in-
cluding encryption, and guardrails on
secondary data use).

The pilot highlighted the need for clear
roles and responsibilities for doctors, ven-
dors, and Al developers, emphasizing the

Using an Al scribe solution,
doctors reported enhanced
interactions and less time
spent on documentation.

importance of transparent agreements
and consent processes. Streamlining these
processes and enhancing patient consent
procedures were important insights for
efficiency and regulatory compliance in
future implementations.

Looking forward: OntarioMD plays a
leadership role in Al in primary care
with our groundbreaking work to date.
The Environmental Scan, along with the
Al scribe pilot insights, lay a solid foun-
dation for future Al initiatives.

As OntarioMD continues to innovate

in Canada. More specifically, they’ll be
working in real-time, bringing virtual
longevity worldwide and demonstrating
access to people’s own health. People can
live healthier, for longer by learning more
about their DNA secrets, using tools such
as whole genome sequencing, microbiome
testing, telomere testing, DNA methylation
as well as other testing strategies. This will

People can live healthier, for
longer, by learning more about
their DNA secrets with tools
such as genome sequencing.

allow individuals to make the right deci-
sions about their own health.

“It’s not merely a fleeting trend; rather,
it symbolizes a significant shift towards
prioritizing longevity and optimizing
healthspan through precision and person-
alization. Our mission is substantial — to
empower individuals to achieve enduring
vitality and well-being,” she said.

and collaborate with partners to de-
crease doctors’ administrative load, we
will continue to assess Al’s efficiency
and ease of use for doctors. We are on
the path to a better work-life balance for
doctors. To get to the balance doctors
require, it is important to thoroughly
evaluate and continuously improve Al
tools. AI can have the potential to en-
hance patient care and support the in-
teraction between doctors and patients.

Abbas Zavar, MD, is Digital Health Re-
search Lead, Partnerships and Stakehold-
ers, at OntarioMD. Simon Ling is a digi-
tal health expert with over 18 years of
leadership experience at both provincial
and pan-Canadian levels. Currently serv-
ing as the Executive Director of Partner-
ships and Stakeholders at OntarioMD, he
leads the advancement of partnerships
and strategic alliances with industry and
health system to address intricate chal-
lenges and deliver innovative solutions.

Disclaimer: This article is intended for in-
formational purposes only and does not
constitute professional advice. None of the
products/services referenced herein are a
substitute for medical judgment or an
opinion on any issue.
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